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SAIIMIMIMEHHBIE BOJIOKOHHO-OIITUYECKHNE CNCTEMBI
AJI PACITPEAEJIEHHBIX BbIYNCJINTEJIBHBIX CETEN

C. H. Usuenko, O. H. Hapeimkuna, C. . Oeukun, A. B. Ceerukos, B. B. [Ilyoun
(POALI-BHUNDD, r. Capos)

JlaHO omuCaHWe U3BECTHBIX M3 OTKPBHITOH IM€YaTH 3alUINEHHBIX BOJIOKOHHO-OITHYECKUX
cucreM nepegadn nHGOpPMaIU Jjisd KOMIBbIOTEPHBIX ceTell, pa3pabOoTaHHBIX B IEPHO, C KOH-
ma 80-x rogoB XX Beka 0 Hammx AHed. [IpuBemeHbI nX mapaMeTpbl, OCOOEHHOCTH CHCTEM
3amuThl nHGOPMAIUA U 06/1aCTh puMeHeHns. OCHOBHOE BHUMAHUE YIEI€HO COBPEMEHHBIM
MPOrPAMMHO-TEXHUYECKUM CpeAcTBaM 3amuTrhl nHdopmanuu cepun FOBOS, pa3paboran-

vbeiM B POAII-BHUND®.

Karouesvie caosa: cucrema 3amurbl nHGOPMAINH, 3ALUIUIIEHAAS BOJIOKOHHO-ONITHIECKAS
cucreMa mepenadn uHGOPMAIMH, TPOTPAMMHO-TEXHUYECKHAE CPEICTBA 3AIMUTHI WHMOpPMA-

Iu.

Brenenue

OfHUM U3 TPEUMYIEeCTB BOJTOKOHHO-OITAIECKAX
cucrem mepenaan (BOCII) mapsany c Gosee BBICO-
KUMHI HHMOOPMAIMOHHON éMKOCTBIO B IIOMEXOYCTOM’-
YMBOCTBIO SBJIETCS MOBBINIEHHAA (IO CPABHEHUIO C
TPpaIuIUOHHBIMU KaHAJaAMA CBHBI/I) CKPBITHOCTDH II€-
penaBaemoit nadopmanuu. Tem HE MeHee CpesCcTBa
mepexBaTa WHMOPMAIUU C yIACTKOB BOJOKOHHO-
ontnueckux Jjuamit nepegaaun (BOJIIT) 3a npege-
JIaMHU KOHTPOJIUPYEMOil 30HbI CYUIECTBYIOT U IIPeJ-
CTaBJIAIOT PEAJbHYI ONacHOCTH. llosromy st
CO3JIAHUA PACIPEETeHHBIX BBIYUCIUTEIbHBIX Ce-
Teil, obpabaThBAOIINX HHMOOPMAIWIO OrPpAHUIEH-
HOTO JIOCTyTa, TPeOyITCS 3allUIIeHHbIE KaHAJbI
cBa3u. Bbicokag CKOpPOCTH mepemadn, BO3MOXKHOCTh
dopMupoBaHuA OOJBIIOTO KOJIUIECTBA KAHAJIOB C
BosHOBBIM ymorHeruem (WDM) B ogrOM BOsIOKHE
nenaror 3ammumimrenasie BOCII HezaMeHMMBIM HH-
CTPYMEHTOM JIJId PEHICHUA IIOCTABJICHHBIX 3aJa49.

[Tepeoie cucrembr ceazu OBM ¢ ymaneHHBIMEI
TepMmuHasgamu ¢ ucnosb3oBanuemM BOCII moasu-
quck B Koure 80-x rogoB XX Beka. [lo coBpemen-
HBIM MepKaM OHH UMeJHU HU3KYI0 CKOPOCTH MEpesa-
91, MaJIyIO TaJbHOCTh W HECOBEPIIEHHBIE CPEJCTBA
3amuThl nHGOpPMAIUU. B cTaThe MPUBEIEHO OIU-
caHMe M3BEeCTHHIX apropaM 3amuinerasrx BOCIT —
OT CaMBbIX II€PBBIX CHUCTEM OO0 COBPEMEHHBIX TEX-
HUYIECKUX CpeacCTB 3allUThI. OCHOBHoe BHUMAHUE
VIIeJIEHO IMPOrPAMMHO-TEXHUIECKUM CPEeICTBAM 3a-

mwure nadopmanun (IITC3U) cepun FOBOS, pas-
paboranuabiM B POAI-BHUNI® B nepuoz ¢ 2005
mo 2013 1. m mCHoNB3yeMBIM IJIA CO3TAHUSA PacIpe-
nmesrerabix BOCII, obpabarbiBaionux nHGOPMALIAIO
OTPAHUIEHHOTO JOCTYTIA.

Cucrema 3acekpeuennoi csa3u IDOCS

B konme 80-x romoB XX Beka B OTIEJIEHHH MUK-
poamerTpoHHbIX cucteM (upmbl Hughes Aircraft
(CIITA) 6puta paspaboraHa cuCTEMa 3aCEKPEYEH-
uoit cBasum IDOCS (Intrusion Detection Optical
Communications System — onrTuueckas cucrema
cBsi3W, OOHAPYKMBAIOIIAsA BTOPXKEHNUA) 6e3 mpume-
Henns mmdposanug [l]. Bammra maHHBIX OCY-
[IECTBJIAIACH O NPWHIUIY OOHAPYKEHWHA MTOBPE-
JKAeHUd JUHUUA U HeMeJIEeHHOT'O IpeKpallleHud Iie-
penadu ¢ BbIgadeli 3ByKOBOI'O U CBETOBOTO CUT'HAJIOB
TpeBoru. Cucrema COCTOSIa UX JBYX CIIEIUAIbHBIX
mozmemoB FAM-131 u nsyx mmoromomossix BOJIIL
mumuoit 1o 1,5xkm. BOJIIL obpa3oBana gaBymsa Ka-
Gesnsimu ¢ ontuaeckumu BosokHamu (OB) Corning
Type 5 co crynmerndarsiM mpoduIeM TOKa3aTesd
mpesioMJIeHud B rUOKO# TpyOuaroil 3ammTHON 000-
jgouke Siecor. Jljig He3alIWIIEHHBIX JUHUNA CBA3U
MeXKIy MOJEMOM U OOOPYZOBAHUEM IOJb30BATEIS
HCIIOIb30BajICa Kabeab Siecor 144 ¢ cepaueBuHO
muamerpoMm 100mrMm. CucremMa He OrpaHHYIHBAIIA
MIPOMYCKHYIO CIIOCOOHOCTH ONTHYECKOTO Kabend u
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ObLTa IOJHOCTHIO IPO3padHA [JId IMOJb30BaTe-
asi.  CKOpOCTh Iepejadu JAHHBIX B MaHYeCTep-
CKOM KOJI€ yCTaHABIWBAJACH B IUANa30HE OT 6 10
13 Mb6ur/c.

B cucreme IDOCS koHTPOJIB BTOP2KEHUIT OCHOBAH
Ha Mepejate IBYX OTIAYAIOIIUXCA IPYT OT Apyra
mo (pa3e CUTHAJIOB HA TPYMIAX BHICIINX W HU3MIAX
MOJI BOJIOKHA. B IIpueMHUKE 3TH CUTHAJIBI B3AUMHO
ypaBHOBemuBaioTca (6anarc wyas). Jloboe BrOp-
xxeane B OB BoI3bIBaeT Hapyuienme Oaanca Hy-
JIsl, TAK KaK W3JLyYE€HUE BBICIIUX MOJ] BBIBOJUTCH B
mepBy0 odepenb. llpum obHaApyKeHWEH BTOpXKEHUS
MOZIEM COODIIaeT O TpeBore. BTopoit cocTaBisio-
el MeTosa 9BIAEeTCd KOHTPOJIb U3MEHEHUS MOIII-
HOCTHU CUTHAJIA IO TPYIIE MOJ, HUXKHErO MOPIIKA.
[Ipu obrapy:keHnn OTKJIOHEHUH yPOBHA MOIIHOCTH
TakKe (hopMuUpyeTcd CUrHaJI TpeBoru. Kpowme Toro,
repmuaas FAM-131 ¢popmupyer curuas nospestcde-
HU€e TPHU TONBITKE BCKPBITUS KOPILyCa mpudopa.

Mogem FAM-131, mo MHEHHIO aBTOPOB, — 3TO
IEPBOE HEKPUITOrPapUIECKOE YCTPOUCTBO I 3a-
CEeKPEYEHHOW CBs3W, aTTECTOBAHHOE ATEHTCTBOM
HanuoHaJbHOH GezomacHocTu CIIIA. On 6611 0106-
PeH 4 3allUThl CEeKPETHOW NpaBATEIbCTBEHHOMR

nHMOPMAIINN BCEX YPOBHEHl U KaTeropwili mpu Ie-
pemgade 1mo JUHUAM CBA3HU He60JII::HIOfI OPOTAZKEHHO-
cru. Momem ymoBieTBOpss TpeOOBaHUAM CTaHIAP-
ta Tempest NACSIM 5100A. /Ina npumvenenus cu-
creMbl Ha peajbHbiXx obbekrax B CIIIA 6bL1a paspa-
foraHa W yTBEpXKIEHA CIENUAIbHAA JOKTpUHA [2].

BoaokonHo-onTnueckas
3ammuiieHHada cucrema ZAT4

B To ke Bpema dupma Ericson Fiber Optics pas-
paboTajia ONTUYECKYIO BOJIOKOHHYIO 3aIUIIEHHYIO
cucremy ZAT4 [3], cocrosmyto u3 nByx MOAEMOB 1
nByx muoromozoeix OB. Cucrema mpemnasHade-
Ha ]I CBS3U C IEHTPAJbHBIM KOMIOBIOTEPOM y/Ia-
JIEHHBIX TEPMHUHAJIOB B CHHXPOHHOM WJIH aCHHXPOH-
voMm pexkume. CTPyKTypHad cxemMa MOfAeMa, B3ATasd
u3 [3|, upusenena Ha puc. 1.

Jlng 3amuTel wHGOPMAIIUT B CUCTEME HCIIOIb30-
BAHBI KBAHTOBOE 3allymjeHne npu Koddduimenre
mMogyanu 0Koso 1 %, KORTpOoJIb TOCTOAHHOM npH-
HUMAeMOH MOIITHOCTH W KOHTPOJIb KO3 pUImeHTa
ommbok (BER) no kaxmoMmy u3 weThIpex KaHAJOB.

Parallel interface, Oscillator »| Baud rate Optical
'V24/V25 or optical fibre generator Intelrface
| A l
— 2>
|—> Signal Optlc.al % [
> level > QGate »{ transmitter = l
| matching *  array
|* b CMOS [
I~ |
> Signal level | s | AC Optical “
| . N ptica / [
— matching receiver
PIN |
1y i |
vCoO
1 Alarm and
Input \ test circuits
signals | /
8
UART
1
Output |
signals
8
Alarm for
BER=10"3 ~

Puc. 1. Crpykrypnaga cxema monema ZAT4 [3]
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Ilopor Tpesorm mo BER cocraBmam 107°. Cxe-
Ma, MOZYJIAIWN /I UCIIOJb30BAHNA KBAHTOBOTO 3a-
IIyMJIGHUS TPUBEIEHA HA puc. 2: OoJblmas Io-
CTOAHHO M3JIydaeMas MOIIHOCTb MOJIYJIUPYETCA Ma-
JIO#i MOITHOCTHIO WH(POPMAIUOHHOTO CUTHAJA, (OKO-
o 1 mMxBrT).

OcHOBHBIE TeXHHYECKHE IapaMeTpbl CHCTEMBbI
ZAT4, no naurbivM craTbu 3], npuseens: B Tabo. 1.
Ucmons3yemoe B cucreMe CHUKEHHE MOITHOCTH ITe-
pemaBaeMbIX CUrHAJIOB (P PHEKTHBHO, & KBAHTOBOE
3aIlyMJI€HUIE BHOCUT TOJIBKO JOMOJHUTEIbHBIN Iy M
U He YBEJIUIUBAET CTElNeHN 3alUIeHHOCTH HHDOp-
Maruu. 3alyMJIeHue MOXKeT ObITh 3 DEKTUBHBIM
CIoCcobOM 3aIMUTHI TOJIBKO B TOM CJIydae, €CIU MpU-

evuanku BOCII u mapyuiurensg paboTaroT Ipu Onu-
HAKOBBIX OTHOLIEHUSIX CUIHAJI/IIYM.

KomiutekT annaparypst AJICB-1
g 3amuiesabix BOCII

B CCCP B 1986—1988rr. B0 Bcecowosnom Ha-
YIHO-UCCIIETOBATEBCKOM HHCTUTYTE IKCIEPUMEH-
ranpaOl dbusukn (BHUMI®, r. Apzamac-16 Tops-
KOBCKOI#i 00J1.) ObLIT pa3paboTaH KOMILIEKT ammapa-
typbl AJICB-1 mna samumenasix BOCII, cepmii-
HBIl BBIIIYCK KOTOPOTO OCYINECTBJIAICA [Ipon3Bo-
crBenabiM obbenuaernem (I1O) "Crapr" (r. Ilen-

Optical power Optical power
A A
| ] L L
Time Time
a o
Puc. 2. Cxemsr moxynanuu [3]: ¢ — obpranas; 6 — ucnosnb3yemas B ZAT4
Tabauya 1
OcHoOBHbIe TeXHUYeCKHEe MmapaMeTpbl cucteMbl ZAT4
[TapameTp Suauenue

Durekrpudeckuil uurepdeiic

[TapamnenbubIil mHTEPDETC
4 aCMHXPOHHBIX KaHAJIa [epeIadn
Yacrora CHHXPOHH3AIUA MOIEMA,

V.24, V.28 (RS232C)
0—20 K6ur/c
2,4—19,2k['y

Onruuecknit uaTEpdeiic

Tun OB, nquamerpst cepauesunbr/060109KU
Tun ucTouyHUKA, TPUEMHHUKA, JIJINHA, BOJIHBI
CKopoCTh mepegadan

JlanpHOCTD IEpesadn

Tun coemuauTenei

2 MM OB, 50/125 mxm
LED, PIN, 850 MM
2,4576 Mbog,

2 KM

SMA

Nurepdeiic TpeBoru

KonTpoas momuoctu 1 BER mo 4 xarmamam

nopor BER = 107°

[Tapamerpsl nuTanus, ycjaoBud IPUMEHEHHS, rabapUThI

Hanps:xenune nuranus

[Torpebigemast MOITHOCTH

Bpemsa paboTsr Ha pe3epBHOM NMUTAHUUU
Temneparypa OKpy2Karomiei cpembl
TCabapurs! (BBICOTA, IIUPUHA, TIIyOUHA)

2 x 15 B mocTogHHOrO TOKa
menee 5 Bt
He menee 30 MuH
0—40°C
44 x 220 x 250 mm
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3a-19 Ilensenckoii 06i.) [4]. Amnmaparypa mpen-
Ha3HAYaJIacCh I oOMeHa mMudpoBOit MHAOpPMAIH-
eif mexay obberTamu kommmerca EC-7920 mo ono-
THIeCKAM KabemdaM ¢ 3aIuToil mHMOPMAIMH OT
HECAHKIMOHMPOBAHHOIO JIOCTYTIa, PeaJM30BAHHON
anmapaTHBIME CpeJcTBaMu. B cocTaB KOMILIEK-
ta AJICB-1 BXOmunm mnpumemolepemaromuii OJIOK,
4 upuemomepenaronmx MoOmyid, 16 onrmueckumx
JKTYyTOB, COeIMHUTETbHBIE MYQThI, IEKTPUIECKUE
KryTbl, onrudeckuii kabess OK-50-2-8 mmnHoii 10
2KM, DeHepaTOp TECTOBBIX CUTHAJOB U CYETUHK
koddduruenta omubok. (OCHOBHBIE TapaMeTphI
AJICB-1 npusegensr B Tabdu. 2.

g ucmosb3yeMoro acCHHXpPOHHOT'O peKuMa 3a-
muTa THQOPMAINUNA OCYIIEeCTBIALIACh [0 H3MeHe-
HAIO aMIUIATY/IbI CIeNuaJbHO (POPMUPYEMOro KOH-
TPOJILHOTO HMITyJbCa JauTenbHOCThI0 40 MKC [5].
[Topor tpeBoru B AJICB-1 cocrasngan okomo 0,1 1b.
Bo BHUNY® u I1O "Crapr" undopmamuonabe
cern Ha ocHoBe ammaparypsl AJICB-1 srcmryarn-

poBasinch 0k0jO 10 Jsier m ObLIN yTHIN3UPOBAHBI
Bmecte ¢ EC 9BM.

Cucrema 3amursl Fiber Sentinel System
dbupmser Opterna

Cospewmennsie 3amnuiienabie BOCI pyukmuonn-
pytoT Ha DOJiee BBICOKUX CKOPOCTHAX W MMEIOT Oojiee
COBEpIIEHHBIE CPEJICTBA 3AIMUTHI HHPOPMAIUH, T€M
omnucaHHbIe Bhilie. Tak, pupma Opterna npesara-
er coppemennoe ycrpoiictBo Fiber Sentinel System
(FSS — oxpangromas BosoKHO cucrema). Buenrnuii
BujI, ycrpoiicrBa FSS, KoTOpoe ycraHaB/ImBaeTcs B
19-mroiimoBere kapkach! (Beicora 1 U), mpeacrasien
Ha puc. 3 [6].

FSS aBnserca BHemHEnM (10 OTHOLIEHUIO K IpHe-
monepeatonieii annaparype BOCII) ycrpoiicrBoMm,
KOTOpOe ODEeCIIeYnBAET HEIPEPLIBHBI KPYTIIOCY-
TounbIii KoHTpOoJib OB 1o Texnosorum Wave Sense.
B caydae momeiTku mepexsarta mH(MoOpMmaiumun FSS
aBTOMATHYECKH OBICTPO OOHAPYKHUBAET BTOPIKE-
HUe, HmepekJIYaeT mepemady Ha pesepsHoe OB n
mo uaTepdeiicy SNMP cooburaer mosnbp3oBaTeso o
BosHuKInel Tpesore. OcHoBHBIE mapaMerpbl F'SS
npusegens! B Tabu. 3 [7].

Tabauua 2
ITapamerpsl komiuiekTa anmnaparypsl AJICB-1
[Tapamerp 3HaueHue
Jlmana3oH JJUH BOJIH 0,82—0,88 MM

CKOpOCTh mepegadn JaHHBIX

BepogrHOCTD IOSIBIIEHUST OMIMOKH
JlanpHOCTD mEpesadn

Makcumasbabie morepu B OK

Tun OK

Tun OB, quamerpsr cepaneBUHbL/ 060I0IKI
Bxom#bIe ¥ BBIXOMHBIE CUTHAJIBI

Cpenuee BpeMs HapaDOTKU HA OTKA3
Juanazon pabounx remmeparyp BOJIIT
Cpox ciryzx06b1

0,72—0,95 M6ur/c
He Gonee 107
0,2—2,0 km
25 n1b
OK-50-2-8
MM OB, 50/125 MM
xox, EC-7920
25009
or —40 mo 50°C
10 jet

Opterna

Puc. 3. Buemnwnii Bug ycrpoiicrsa FSS
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ITapamerpsr F'SS

Tabruya 3

[Tapamerp

3HaueHne

labapursr

Hanpsaxenue (gacrora nuranus)
Temmeparypa pabouasa (npenenbHasd)
Baazxuocts pabouasa (nmpenenbHas)
Pabouaga njanHa BOJIHBI

Brocumbre norepu tunosse (MakcuMasbHbIE)
MoigocTh B KaHAJIE

[Topor mpuHATHSA penleHus

Bpemsa obuapyxenns

Bpewmsa nepekatouenus

Tun OB (Tunsl coepuanTeeii)

17 x 13 x 1,75 nrotim
100—240 B (60/50 ')
or 0 g0 55°C (ot —10 mo 65°C)
0—90 % (0—95 %)
1310 MM
1,51B (2,41B)
or —45 no +5 nbm
0,02 n1b
25 mc
4Mmc
SM (FC, SC, ST)

YcrpoiicTBo paboTaeT Ha OIHON JIMHE BOJIHBI
(1,31 MmKM), camMOii KOPOTKOI Il CHCTEM Ha OJHO-
monoBbix OB u mosTromy maseko He camoil sydrieit
st kouTposis BOJIIL. To ects 8 BOCII we wmo-
2KeT OBITh UCIIOIH30BAHO CIEKTPAJIHHOE pa3/IesleHne
KOHTPOJIbHBIX M1 I/IH(bOpMa,III/IOHHI)IX CUTHAJIOB, KO-
TOPOE€ CYHUIECTBEHHO IOBBIIIAET YYBCTBUTE/JIBHOCTDH
cucreMbl KOHTpOJd. llopor mpuuaTuda pemenusd, mo
maHHBIM aBTOPOB, coctasiger 0,02 1B, Bpema peak-
mun — okojio 30 mc.

TexHoaorus 3amurbl nHPOPMAIAA
dbupmbr Oyster Optics

Texnonorus dupmer Oyster Optics [8] Bkiarouaer
B cebs HECKOJIBKO CIIOCODOB 3aIuThl wHMOPMAIUHT:
— dasoBag MoOmyaAnEa WHMOOPMAIMOHHOI'O CHT-
HAJIA;
— obHapy:KeHme u JEeTEeKTHPOBAHUE IOIBITOK
BTODIKEHUST;

— JIOKaJHu3anud BTOPXKEHUt MeTOA0M BpEeMEHHOM
pedrexromerpun (OTDR).

Peanuzanua Bcex 3Tux crmocoboB B OJHON IpHEMO-
mepezaonieil Kapre, HECOMHEHHO, IIOBBIIIAET CTe-
[IeHb 3AlUIIEHHOCTH UHQPOPMAINH. Texuomo-
rmd d)HpMI)I 3allUIEeHa HECKOJIbBKHMHA IIaT€HTa-
mu [9—13].

Ha puc. 4 mpencraBieHa CTPYKTypHasd CXeMa
npuemotnepearomieit kapret BOCII, zamumiennoit
no rexunonorun dpupmbr Oyster Optics [8].

dazoBag MOLYNIANNA yBEIUIUBAET IIIYM B KAHAJE
U HE MOZKET rapaHTHPOBATH 3alIUTy OT CYUTHIBA-
Hug. Hapymmrens, ucmoms3yoomuii nepecTpanBae-
wmbiit maTepdepomerp Maxa—Ilenaepa, onpemenur
BPEMEHHYIO 3aJ€PZKKY, 9ITO IIO3BOJIUT AETEKTUPO-
BaTh MEpPEXBavYeHHLIH curHas. bBosee mepcmekTus-
HBIM CJIEJIyeT CIUTATHh WCIOJb30BaHUE BMECTO (a-

30BO#l MOJyJIAIWMY BOJHOBOTO YILJIOTHEHUS UHQOP-
maruu WDM, koTopoe obecrieanBaeT He MEHBIIYIO
CTeleHb CKPBITHOCTH, HO IIPH TOM CYIIECTBEHHO
YBEJIMIUBAET CKOPOCTDH Iepemadun wHMOpPMAIun B
OB 3a cueTr ogHOBpeMeHHO} epeadn M0 HECKOIb-
KM KaHaJiaM.

KommyiekT cpeacTB 3aiuThl nHAOPMAIANA
Interceptor

Qupma Network Integrity Systems upemia-
raeT KOMILIEKT CpeJCTB 3alluThl HHQOpMAIUN
Interceptor ("mepexsar4mk"), KOTOPHBIA cocTouT U3
KOMILIEKTOB 3amuthl memuoir (Interceptor) m ax-
musnwz (Interceptor + Plus) Bonokon, a Takzke
maccusroro ycrpoiicrsa Micro-RTU [14] (puc. 5).
[Tocmemree ycTpOHCTBO TpeTHA3HAYEHO A WUC-
moab30BaHug C ycrpoiicrBoMm Interceptor + Plus
IUIS CO3JAHUS KOJIBIA 1O KOHTPOJIHHOMY KAHAJLY
7 IBYX JUHUA M0 HHQPOPMAIMOHHOMY KAaHAIY, ITO
IIO3BOJIAET YIPOCTUTH U YAECHMIEBUTH CUCTEMY 3alllU-
Te1 nHGOpManuu. Kak yTBepKIal0T aBTOPHI pa3pa-
OOTKHU, yCTPOMCTBO pearupyer Ha MOMBITKA JOCTY-
IIa K TEMHBIM U aKTUBHBIM OB Opu TPOHUKHOBEHU N
B onrnueckuii kabeas (OK). Cucrema 3ammrs mo-
CTpOEHA Ha 3alMaTEeHTOBAHHON TeXHOJIormm Smart,
KoTOpas ocHoBaHa Ha ToM, uro BOJIII aBisercs
maraukoM moctyma K OK.

ABTOpBI OTMEUAIOT, UTO MpeJIaraeMble CXEMbI
3amuThl PYHKIIHOHUPYIOT CO BCEMU CTAHIAPTAME
Ethernet mo ckopocru 10I'6ur/c BKIIOUYHTENBHO 1
moryT 6I)ITI) HCIIOJIB30BAHBI B PA3JIMYHBIX CUCTEMaAX.
B gacrroCTH, B [14] 1pUBEAeH cpaBHUTEIbHBIN aHA-
a3 npuMeHenuda Interceptor m Kpumrorpadude-
ckux cpegcrs 3amuThl B cetu SIPRNet. Ormeueno,
9T0 cpefcTBa 3amuThl Interceptor cooTBeTCTBYIOT
HOPMATUBHBIM JTOKYMEHTAM Pa3JUIHBIX BEJIOMCTB
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Transcerver card 1

Transcewver card 2

Secure Transnutter Secure Reciver
— DLusion |, |Programmable |, To/From
T PM Drive 1 Fiber Detector| |Threshold Embedded
Data Tt r—> Pant Interferomety o nn Processor
Laser — PM W ( Data Rx
Control To/From
OTDR|— Lz“.c° = Embedded
2 Processor
Secure Reciver Fiber Secure Transnutter
Plant

Puc. 4. CrpykrypHas cxema npuemonepenatonieit kapret BOCII, 3amumennoit mo Texuomorun dbupmer Oyster

Optics [8]

Products For Dark Fiber Monitoring

INTERCEPTOR™

Products For Active Fiber Monitoring

INTERCEPTOR+Plus™

Micro-RTU

Puc. 5. Kommuekr cpencrs 3amurel wmHbOpMALUAN

Interceptor [14]

CIIA u 1m0 OCHOBHBIM TEXHUKO-3KOHOMHUYECKUM
napamerpaM (MUIPOKOMOJIOCHOCTD, HMEHA, CKOPOCTH
BHEJ[DEHNs) JIydllle KPUOTOrpapUIecKuxX CpPEeICTB
3alUTHI.

BOCII co cpexpcrBamu 3amursl Interceptor wmc-
mosb3yiorca B BBC u apmun CIIIA, Ilentaromne,
JlenapramenTe HamuoHAJBbHONW Oe3omacHocTu, Pas-
BeJILIBATENIBHOM yTmpaBiennn Munucrepcrsa 000-

PpOHBI, MHUHNCTEPCTBE IOCTUIUA U APYTHUX BEIOM-
crBax CIITA.

Cucrempl 3amuTbl H(OpPMAIUN HA OCHOBE
KOHBepTOpoB cpeast FOBOS-100S (L,M)

B 2005—2007rr. 8 POAI-BHUUDD upu moz-
nepxke DoHIA pa3sBUTHA NPEANPHHUMATETHCTBA
B HayuHO-TexHmIeckoil chepe (PPITHTC) paspa-
6oranbr kouBepTOpPHl cpeasr FOBOS-100S (L,M).
Wznenmua ceprudunupoBanbl PegepaibHOil CIyK-
0oif 0 TEXHWIECKOMYy U 3IKCIOPTHOMY KOHTPO-
mo (PCTIK) Poccum u cepuiiHO BBITyCKAIUCh B
POAL-BHUND® ¢ 2007 mwo 2013 r. [15|. Buemnwmii
BUJI KOHBEPTOPOB CPEJIbI TIPEeJCTaBIeH Ha puc. 6.

Kouseprop cpexpr (Buras mapa — OB) mpexna-
3HaueH g co3mannd 3amuineHasx BOCII mo Tex-
uosiorun FastEthernet (100 M6ur/c, monmsit myn-
nekc). Cucrema 3amuTsl WHGOPMALUE KOHBEPTO-
POB OCHOBaHa:

— HA CHUJKEHHW YPOBHHA MOIIHOCTH 10 Oe3omac-

Horo (or —25 no —30 nbwm);
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Puc. 6. Buemnuii Buy xousepropos FOBOS-100S (L,M)

— ckpeMOJmpoBaHUYE WHQMOPMAIMOHHBIX CUTHA-
JIOB, UCIIOJb3yEeMOM IIPHU IIE€peIade MO dJIEKTPU-
YEeCKUM JIMHUIM;

— IOCTOAHHOM MOHHUTODUHTe JWHHUW II0 CIeNu-
AJIbHO Pa3pabOTAHHOMY AJITOPUTMY, 3aLIUIIEH-
HOMy marenTamu [16—20], ¢ oTK/IIOYeHEM IIE-
peladm B aBapuilHON CUTyarum.

Kpome Toro, B cucreme mnpeaycMOTpEH KOH-
tpoab OB ¢ momompio crampmapraoro OTDR-
pederToMeTpa MO METOAWKE, OTIMIAIONEH IO-
TIBITKY BTOPKEHUS OT CBAPHOTO coemmHenud. Vc-

nonb3oBanne 3amumeHaslx BOCII Ha ocHOBe KOH-
BEPTOPOB MO3BOJIIET CO3IABATH PA3BETBIIEHHBIE 3a-
IIAINEHHbIE ceTu Macinraba mnpegnpuarus. Ha
puc. 7 mpuBejieHa TOIOJOTUS TaKOW CEeTH, pPeasiu-
30BaHHOW HA OFHOM U3 mpemupuaruit Pocaroma.

OcCHOBHBIE TEXHUYECKHE IMapaMeTPbl KOHBEPTO-
poB mpuBenmeHbl B Tabn. 4. KoHBepTOpPBI Cpeab
FOBOS-100S (L,M) 6pu1n peanu3oBaHbl B OCHOB-
HOM HA OTE€YECTBEHHON 3JIeMEHTHOW 0a3e, B HACTO-
diiee BpeMs CHATOHM C IPOU3BOACTBA. Y INTHIBAA
6oubmioit cupoc B Poccum HaA 3TH ycTpoiicTBa, ObI-
JI0 pa3paboTaHO 3aMeHdIoNlee WX W3Jene Ha CO-
BPEMEHHOI 371eMeHTHOM 6a3e ¢ boJjiee BHICOKOM CTe-
eHbI0 mHTerpanuu. B pe3ynbrare rabapuThl KOH-
BepTOpA 10 CPABHEHUIO C MPEIbIAYIIAMEA MOJEIIMI
YMEHBIIUJIUCh B JBA Pa3a, & [IeHA CHU3WIACH [PU-
mepro Ha 30 %. Bremnwii Bug xkoHBEpTOpA HpHBE-
IleH Ha puc. 8.

PeasmuzoBanblit anropuTrM 3amuThl HA OCHOBE
KOHBEPTOPOB CPE/IbI BXOAUT B COCTAB IIPOrPAMMHO-
ro obecredeHns BCTPOEHHOTO MUKPOKOHTPOJLIEPA.
Vcranosnernusiit mopor Tpesoru 0,01 1B mo3Bosger
obecmeanTsh CpeaHee BpeMa HapaDOTKU HA JIOKHYIO
tpesory 10% a4 i BepogaTHOCTL OGHADYKEHId HE Me-
mee 0,99999. Bpewms peakmum KOHBEPTOPOB — HE
6omee 200 mc.

B FOBOS-1005; Al - aboneHTckuit nyHkT; MY - marucTpaneHeld yaen; LY - ueHTpaneHei yzen

Puc. 7. Tonosiornga 3amunieHHON CETH TPENPUIATHS
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ITapamerpst kouBepropos FOBOS-100S (L,M)

Tabaruya 4

[TapameTp

3HadeHne

Onekrpuuecknuii uarepdeiic IEEE 802.3u (100Base-TX)

CkopocTb nepenadn JaHHbIX (IIOJHBIA JLYILIEKC)
CKOpOCTh Iepegayun B THHUK

JIuneituabiit Koz

AMmnTyna curHAIA TIPH Epeaade B JIHHAO
Cpena nepemaun — BuTad mapa

Tun ss1eKTpruaeckoro coeauHuTeNsd (KOHTAKTHI)
JlmnHa 371eKTPUIECKON TUHUT

100 M6ur/c
125 M6uT/c
4B/5B — MLT-3
1,8—2,0B
UTP (STP) cat. 5 u Bbime
RJ-45 (1—2, 3—6)
ot 0 mo 100 m

Ouruveckuit uarepdeiic IEEE 802.3u (100Base-TX)

CkopocTb nepenadn JaHHbIX (IIOJHBIA JLYILIEKC)
JluHeliHAs CKOPOCTH IEpeaadIn
JIuneiinbiit Koz
Pabouas miunaa BOJHbL (THI COeQUHUTES)
FOBOS-100S
FOBOS-100M
FOBOS-100L
[opor ayscreuTensroctr (BER< 10710)
FOBOS-100S, FOBOS-100L

100 M6ur/c
125 M6ur/c
4B/5B — NRZI

1,25—1,35 mxm (SC)
1,27—1,37mxm (ST)
1,47—1,57 mxm (SC)

e 6omee —36,0 ntbm

FOBOS-100M He 6onee —27,0 1Bbm
Cpenusasa momuoCTh Ha BhixogHOM moutoce (T)
FOBOS-100S or —24,0 mo —32,0 1bm
FOBOS-100M or —23,0 mo —27,0 itbm
HanbrocTs nepegaun (qya 2 kareropun BOCII)
FOBOS-100L 40,0 km
FOBOS-100S 25,0 kM
FOBOS-100M 2,0 km
KonTpoanep 3amuts wHGOpMaInn
[Topor ork0UeHns MEpPEIATH 0,01 b

Bpemga peakmun

ue 6osee 0,2 ¢

Wcrounuk nuranng

Hanpaxenue, gwacrora (mo 'OCT 13109-97)
[Torpebngemas MOITHOCTD

187—242 B, 49—51 ',
He 6osee 20 Bt

ITokazaTenn HAIEKHOCTH

Kosddunmenr omunbox (BER)
Cpenusas mHapaboTKa Ha OTKA3
Cpenuuii cpok ciryK0bI

He Gosree 10710
10% ¢
10 meT

Puc. 8. Buemnwmit Bum HOBOro komBepTopa FOBOS-
100M

YHuBepcajibHbIe KOHTPOJLJIEPHI 3AIUTHI
FOBOS-10GS, FOBOS-100GL,
FOBOS-100GE njyis1 BEICOKOCKOPOCTHBIX
Y MHOTOKAHAJBHBIX CACTEM CBS3U

Jlna BeicokockopocTabix 3amumenabix BOCII B
POAIL-BHUND® B 2011—2013rr. ObLIm pas3pa-
OOTaHBI W IOCTABJIEHLI HA CEPUHHOE IPOU3BOLCTBO
YHUBEpCaJbHbIE KOHTPOJLIEphl 3amuTel FOBOS-
10GS, FOBOS-100GL, FOBOS-100GE. Buemnnii
BHJ YCTPONCTB OJUHAKOB U IIPEICTABIECH Ha puc. 9.

Kourpomiepsr obecieanBaror 3amury wHPOPMA-
mun ayia BOCII mobbix cranmapToB (pU3MIECKOro
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Puc. 9. Bremnwnit Buzx yHHBEPCAJIBHBIX KOHTPOJLIEPOB
3aIATHI

ypoBHS, (DYHKIMOHUPYIOIINX B CHHXPOHHOM pe-
KHUMe Ha ckopocrax mepegadnm ot 100 M6ur/c mo
100I'6ur/c. Ilpum sTOM KOHTPOJIEPHI HE CHHZKA-
IOT CKOPOCTb Iepemadu HHGOpMAInu, ObecIedn-
BaeMyIo npuemornepegaoieii annaparypoit BOCII.
[lonnepxxuBaemeie ycrpoiictamu FOBOS-10GS,
FOBOS-100GL crangapTsl onTuYecKuX ceTeil u ux
mapaMeTphl IpuBeaeHbl B TabI. 5, 6. KorTpomaep
FOBOS-100GE kpome cranmapros, mofgep:KuBae-
mbix FOBOS-100GL, gonyckaer craHgapThl MHOTO-
KaHAJIbHOW mepejadu ¢ rpyObIM BOJIHOBBIM YILJIOT-
uerreM (CWDM) u maoTHBIM BOJIHOBBIM yIJIOTHE-

arem (DWDM u HDWDM).

Tabruya 5
ITapameTpsl cTaHZApPTOB, MoAAepKuBaeMbix FOBOS-10GS
Ckopoctb Jnuna Tun OB Crangapr dusu- Komugecrso  JlaspHOCTB,
mepenadd,  BOJIHBI HHMOP- (cranmapT YeCKOro ypOBHS OB M
I'6ur/c MAaIIOHHBIX ITU-T) “HGOPMAIIOHHBIX
CHTHAJIOB, MKM TEeXHOJIOTU I
0,100 0,85 MMF (G.651.1) 100 Base-FX 2 0—2 000
1,000 0,77—0,86 MMF (G.651.1) 1000 Base-SX 2 0—550
10,000 0,85 MMF (G.651.1) 10G Base-SR. (SW) 2 0—300
40,000 0,85 MMF-OM3 (G.651.1) 40G Base-SR4 8 0—100
100,000 0,85 MMF-OM3 (G.651.1) 100G Base-SR10 20 0—100
Tabruya 6

ITapamerpsl crangapTos, nmoggepxusaembix FOBOS-100GL

Ckopoctb Jnuna Tun OB Crangapr dusn- Konugecrso lamprOCTB,
mepemadn, BOJHBI HHOOP- (crammapr YECKOTO yPOBHS OB M
[6ur/c MaIMOHHBIX ITU-T) uHOOPMATMOHHBIX
CUTHAJIOB, MKM TEXHOJIOTUH
0,100 1,310 SMF (G.652, G.657) 100 Base-FX 2 0—100
0,155 1,260—1,360 SMF (G.652, G.657) STM-1 (I-1, S-1.1, L-1.1) 2 0—85
0,622 1,260—1,360 SMF (G.652, G.657) STM-4 (I-4, S-4.1, L-4.1) 2 0—70
1,000 1,270—1,330 SMF (G.652, G.657) 1000 Base-LX (LH) 2 0—10
1,310/1,490 1000 Base-BX10 1*
2,488 1,260—1,360 SMF (G.652, G.657) STM-16 (I-16, S-16.1, L-16.1) 2 0—60
10,000 1,310 SMF (G.652, G.657) 10G Base-LR (LW) 2 0—25
1,270, 1,290, 10G Base-LX4 2 0—10
1,330, 1,350
(CWDM)
40,000 1,270, 1,290, SMF (G.652, G.657) 40G Base-LR4 2 0—10
1,330, 1,350
(CWDM)
100,000 1,295, 1,300, SMF (G.652, G.657) 100G Base-LR4 2 0—10
1,305, 1,310 100G Base-ER4 0—40
(DWDM)

*Ha Bx0zie 1 BBIX0JIe KOHTPOJLIEPA TpebyeTcs yCTaHOBKa onTudeckux passersureseir OR1x2.
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YHuBepcaJabHbIE KOHTPOJJIEPHI 3aIUTHI 0obectre- — IOCTOSHHBIH MOHUTOPUHT KO3 UIueHTa IIe-
9UBAIOT BBINOJHEHUE CJIEAYIOmuX QyHKITAN: penaqu ucnosb3syembrx OB ¢ oTkj0ueHNEM TIE-

— TOfIepIKKA Iepeiadmn HH(prBOﬁ HH(bOpMaHHH peaavn OITUYIECKUX CUT'HAJIOB IIPU IIOABJIEHUN

nmo BOJIII B peanbHOM MacmTabe BPEMEHH C AOHOIHITENBHBIX TIOTEPD;

MIPOIYCKHOW CIOCOOHOCTBIO KaHAJIA, 3aJaHHON — CIeKTPaJbHOE pa3zeseHne WH(MOPMAIUOHHBIX
nepegarankom BOCII; ¥ KOHTPOJIBHBIX CHTHAJIOB;

— aBTOMaTHYeCKas HACTPOHKa Ha JIOOYIO JIuHY — CBeTOBad W 3BYKOBAd WHAWKAINAA COCTOTHUSA
ONTUYECKUX JIMHUN B yCTAHOBJICHHBIX Ipeje- KOHTPOJLIEPA..

jlax, 9TO He IO03BOJIgeT ucnoib3oBars B OB

MOIITHOCTH BBIIIIE 33JaHHOTO OrPDAHUYIEHNT,; KouTponnepsr 3amuThl MOKHO BKJIIOYATH B CO-
— aKTUBHAs 3allUTa OT HECAHKIMOHuWpoBaHHON  cras 3amumienabix BOCII mo ciaemyromum cxemam

U HempegHAMepeHHO# pekoHburypamuu ceru (puc. 10, cM. TakKe I[BETHYIO BKJIAJIKY): @) IyI-

3a IpeaesaMy KOHTPOJLIEPOB W OT IONBITOK JIEKCHAd Iepejada IMPU COEJWHEHUU TOYKA—TOYKA,

JOCTyIa K CPEJCTBAM 3al[UThl U ONTUYIECKAM 0 ) AyIUIeKCHad mepeaada mo ogaomy OB; 6) mym-

YCHIUTEJIAM; JIEKCHAd Tepefada ¢ IepPeKkJIdYeHneM Ha Pe3EePBHOE
—c) ® S lE—
term Ii line line E | "term
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Puc. 10. Cxempr 3amumenuasix BOCII ¢ ucnosb3oBanmem konrposiepos 3amurbl (F — konrposiep 3amu-
o1 FOBOS-100GL; R — onrmueckuiti passerBurennb ¢ genermem OR1x2; P — onTuueckwmii mepekIodaTesb

OP1x2)
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OB; 2) nymiekcHag mepefada ¢ MepeKIIOIeHneM Ha,
pesepsroe OB ¢ ymnornenuem na asa OB.
Pea,JII/I3OBa,HI)II';I AJITOPUTM 3aUIUTHBI Ha OCHOBE
KOHTPOJIJIEPOB CPEJbI BXOAUT B COCTAB MPOTPAMM-
HOro ObecredeHns BCTPOEHHOTO MWKPOKOHTPOJLIE-
pa. Ycramosiennuslii mopor tpesoru 0,02 1B mos-
BOJIZET ODECIIeYnTh CpeaHee BpeMs HapaDOTKH Ha
JIOZKHYIO TPEBOTY 10* g u BeposTHOCTH obHapyxe-
uug #e MeHee 0,99999. Bpema peakmuu KOHTpOJLITE-
pos — ue Gosiee 200 mc. C ydueTroM npuMeHSEeMOro
B KOHTDOJLJIEPAX 3AIUThI CIEKTPAJbHOIO pa3erre-
HudAa I/IH(I)OpMa,III/IOHHOI‘O 7 KOHTPOJIBHOI'O CHUT'HAJIOB
mopor tpesoru camxkaerca 10 0,002—0,003 nb.

3akJroyeHue

Paspaboranublii W CepuWitHO M3rOTaBINBAEMBINH
B POAI-BHUUND® xommuexkr I[ITC3U cepun
FOBOS nna samummenasix BOCII pacupenenen-
HBIX BBIYUCIUTEIbHBIX ceTeil 0becneInBaeT 3aluTy
nH(pOPMAIMY TIPU €€ Mepejade 3a HpeeaMu KOH-
TPOJMPYEMOii 30HBI co cKopocTamu ot 100 Mbéwur/c
no 100T6ur/c u Gomee (¢ mpuMEHEHHEM TEXHO-
goruit ymmoraenus uadopmanun WDM, CWDM,
DWDM, HDWDM). IIpu srom moryT 6bITH mC-
TOJTH30BaHBI JTI00bIE HH(POPMAIIUOHHBIE TEXHOJIOTUT
u majabHOCTH mepemaqan 10 100 kM 6e3 peremepanuu
Kpome Toro, IITC3U dynrnuonupy-
OT B peajibHOM MaciiTabe BPEMEHW U HE CHUXKA-
0T CKOPOCTh IepeIadn, KOTOpad 3aaeTCd IPUueMo-
mepezmatomieil anmaparypoit BOCII.

Pazpaboranusie [ITC3U obecueumBaroT 4yB-
CTBUTEJIBHOCTH IIO O6Hapy}KeHHIO JOIIOJTHUTEJIbHBIX
npambix noreps ot 0,003 mo 0,03 1B mpm cpenmem
BpeMeHn HapabOTKU HA JIOXKHOE cpabaThbIBaHWE HE
meree 10% 4 u BepogTHOCTH OGHADYIKEHIT He MeHee
0,99999. YyBcTBUTEIBHOCTH 00ECIIETNBALT 3AIIATY
OT JITOOBIX MOMBITOK IIEPEXBATA OIMTUIECKOIO CUTHA-
aa. Ilpexncrapnennbie n3nenua cepuu FOBOS mo
MaccorabapuTHBIM U TEXHUIECKUM XapaKTEPUCTH-
KaM IIPEBOCXOAAT U3BECTHBIC 3apy6e}KHI)Ie aHaJIOTH.
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